7700072707070 07

# [obasneHne B agMUHUCTpPaTOPbI
sudo adduser service

sudo usermod -aG wheel service

# YpanesHue u3 agMUHUCTPATOPOB

sudo gpasswd -d user wheel

sudo dnf install xrdp xrdp-selinux tigervnc-server
touch ~/.xsession

echo startplasma-x11 >> ~/.xsession

sudo systemctl enable xrdp

sudo systemctl restart xrdp

sudo mkdir /srv/shared

sudo groupadd SharedUsers

sudo chgrp -R SharedUsers /srv/shared
sudo chmod -R 775 /srv/shared

sudo usermod -a -G SharedUsers user
sudo usermod -a -G SharedUsers service
getent group SharedUsers

sudo reboot



sudo
sudo
wget
sudo
sudo
sudo

sudo

dnf download v412loopback 6.6.6-1.red80.x86 64.x86 64

dnf install v412loopback 6.6.6-1.red80.x86 64-0.12.7-112.red80.x86 64.rpm
https://mirror.yandex.ru/redos/8.0/x86 64/0s/kernel-1t-6.6.6-1.red80.x86 64.rpm
dnf install kernel-1t-6.6.6-1.red80.x86 64.rpm

ls -1 /boot

grubby --set-default /boot/vmlinuz-6.6.6-1.red80.x86 64

reboot

Realtek RTL8125 [MoHo6510k RDW]

echo

-e "[Unit]\nDescription=Load r8169

driver\nBefore=network.target\n\n[Service]\nType=oneshot\nExecStart=/sbin/modprobe

r8169\nRemainAfterExit=yes\n\n[Install]\nWantedBy=multi-user.target" | sudo tee

/etc/systemd/system/load-r8169.service

sudo

systemctl enable load-r8169.service

dukcauua Bepcum naketa wireplumber

# OTKaTblBaeM Bepcuiw nakeTa

sudo

-E dnf dg wireplumber wireplumber-1libs

# WcknwyaeM naket u3 ob6HOBMEHUN

sudo

sh -c 'echo "exclude=wireplumber wireplumber-libs" >> /etc/dnf/dnf.conf'

Bxoaum B BIOS [F2]

Time Ha 3 4aca paHblUle peasibHOro
Hotkey Mode Disable
Flip to Start Disable



sudo dnf remove libreoffice*

sudo dnf autoremove

sudo dnf upgrade --refresh

sudo dnf install flatpak -y

sudo flatpak remote-add --if-not-exists flathub https://flathub.org/repo/flathub.flatpakrepo
sudo flatpak install flathub org.onlyoffice.desktopeditors

https://fonts-online.ru/fonts/gost-type-a

Ckauusaem TTF cdaunsbl B nanky $HOME

sudo mkdir /usr/share/fonts/gost

sudo cp *.ttf /usr/share/fonts/gost

sudo apt update
sudo apt install gnome-tweaks -y
gsettings set org.gnome.desktop.wm.keybindings switch-input-source "['<Alt>Shift L',

'<Alt>Shift R', '<Shift>Alt L', '<Shift>Alt R']"

sudo dnf install snapd -y

sudo ln -s /var/lib/snapd/snap /snap
sudo systemctl enable --now snapd.socket
sudo systemctl start snapd

sudo snap install winbox

sudo dnf install chrony

sudo vim /etc/chrony/chrony.conf


https://fonts-online.ru/fonts/gost-type-a

# Poccuincknme cepBepbl BpeEMEHM
server ntpl.stratuml.ru iburst minpoll 4 maxpoll 10
server ntp2.stratuml.ru iburst minpoll maxpoll 10

server ntpl.vniiftri.ru iburst minpoll

4
4

server ntp3.stratuml.ru iburst minpoll 4 maxpoll 10
4 maxpoll 10
4

server ntp2.vniiftri.ru iburst minpoll 4 maxpoll 10
# Pe3epBHble MexgyHapofHble CepBeps

server 0.pool.ntp.org iburst minpoll 4 maxpoll 10
server l.pool.ntp.org iburst minpoll 4 maxpoll 10
server 2.pool.ntp.org iburst minpoll 4 maxpoll 10

server 3.pool.ntp.org iburst minpoll 4 maxpoll 10

# [MpekTopua Ona XpaHeHus ¢annos
driftfile /var/lib/chrony/chrony.drift
# ®ann pgna noros

logdir /var/log/chrony

# BKIUYMTbL BefeHue Noros

log measurements statistics tracking
# 06HoBneHue ¢anna drift npu Bbixope
dumponexit

# MakcCuMarnbHas KOppeKuus BpeMeHu
maxupdateskew 100.0

# Koppekuwus BpemeHu npu Gonbwow pasHule
makestep 1.0 3

# MuHMManbHOE KONMYEeCTBO UCTOYHWKOB
minsources 2

# Bknwountb kernel discipline

rtcsync

# BpeMeHHas 30Ha

leapsectz right/UTC

sudo chronyd -Q -f /etc/chrony/chrony.conf

sudo systemctl start chronyd

wget https://download.anydesk.com/linux/anydesk-latest-amd64.tar.gz

sudo dnf install anydesk-latest-amd64.tar.gz



3arpy»xaemcsa nog LiveCD

df -1lh
Filesystem Size Used Available Use% Mounted on

* x x x * *

/dev/sdad4 69G 17G  49G 26% /run/media/liveuser/917bf822-3dcf-4c3b-8d20-52ae500cdf35

# Proxmox Host

mkdir -p /mnt/vm130

guestmount -a /dev/pve/vm-130-disk-0 -i /mnt/vml30
cd /mnt/vml30

mount --bind /dev /mnt/vm130/dev

mount --bind /proc /mnt/vm1l30/proc

mount --bind /sys /mnt/vml130/sys

chroot /mnt/vm130 /bin/bash

# Pa3MOHTMpOBaHue
cd

umount /mnt/vm130/
rm -rf /mnt/vml30

# LiveCD Linux
sudo mkdir /mnt/rootfs
sudo mount -o rw /dev/sda4 /mnt/rootfs

sudo chroot /mnt/rootfs/

sudo vgchange -ay

PPV PPV PPV 77?777

sudo dnf install cloud-utils-growpart -y

sudo growpart /dev/vda 4



Static

sudo nmcli connection modify netplan-enp3s0 ipv4.method manual \

ipv4.addresses "10.12.19.22/24" ipv4.gateway "10.12.19.1" ipv4.dns "10.12.19.1"

# lepe3anyck coefuMHeHUs

sudo nmcli connection down netplan-enp3s0 && sudo nmcli connection up netplan-enp3s0

DHCP

# 04MCcTKa CTaTMYECKMUX HaCTpoek
sudo nmcli connection modify netplan-enp3s0 ipv4.addresses ""
sudo nmcli connection modify netplan-enp3s0 ipv4.gateway ""

sudo nmcli connection modify netplan-enp3s0 ipv4.dns ""

# Bknw4yeHne aBToMaTmyeckoro Metopga (DHCP) - a3To rnaBHas KoMmaHpa!

sudo nmcli connection modify netplan-enp3s0 ipv4.method auto

# [llepe3anyck coefuHeHus

sudo nmcli connection down netplan-enp3s0 && sudo nmcli connection up netplan-enp3s0

curl -s https://api.github.com/repos/ventoy/Ventoy/releases/latest | grep -o
"https://.*linux\.tar\.gz" | head -1 | wget -i -

tar -xvf ventoy-1.1.12-1linux.tar.gz

sudo rm -rf ventoy-1.1.12-linux.tar.gz

sudo mv ventoy-1.1.12 /opt

cd /opt/ventoy-1.1.12

sudo ./VentoyWeb.sh

MepenTn No ccoinike

http://127.0.0.1:24680



http://127.0.0.1:24680

1. AmarHocTuka obopypoBaHusa

# OnpenenvM nNpou3BOOMUTENS U MOAENb BUOEOKAPTHI

sudo lspci -k | grep -EA3 'VGA|3D|Display'

# Y3HaeM, Kakoll fpaiBep Mcnonb3yeTtcs

sudo dmesg | grep -i "drm" | grep -i "driver"

# [onxeH ucnonb3oBaTbCca papaiBep Intel i915

2. HacTtpounka napameTpoB agpa agna Intel GPU

# 1.Co3paeM 63kan opuruHanbHoro ¢awna grub (Ha BCAKMA cny4yan)

sudo cp /etc/default/grub /etc/default/grub.backup

# 2.PepakTupyeM KoHourypauuw GRUB c npuHyguTenbHbIM pexvMoM
sudo sed -i 's/GRUB CMDLINE LINUX="[~"1*/& 1915.force probe=7d45 drm.vblankoffdelay=1
video=eDP-1:1920x1080@60D/"' /etc/default/grub

# 3.MpoBepsieM YTO M3MEHEHWUs MPUMEHUSIUCL MPaBUILHO

sudo grep GRUB CMDLINE LINUX /etc/default/grub

# 4.06H0BNAeM KoHdurypaumio GRUB
sudo grub2-mkconfig -o /boot/grub2/grub.cfg

# 5.Ecnu npepbigywas kKomaHpa He cpabotana, npobyem pna UEFI cuctems
sudo grub2-mkconfig -o /boot/efi/EFI/redos/grub.cfg 2>/dev/null || echo "UEFI nyTb He HaWfeH,

MCMOMb30BaH CTaHOAPTHbLIA"

3. HacTtpomnka X11 (GDM/SDDM)

sudo vim /etc/X11/xorg.conf.d/10-monitor.conf

Section "Monitor"

Identifier "eDP-1"

# [eHepupyeM TouYHyl0 MopenbHw Ons 1920x1080 @ 60 .

# 3Ty CTPOKY MOXHO CreHepupoBaTb KoMaHgow: cvt 1920 1080 60

Modeline "1920x1080_60.00" 173.00 1920 2048 2248 2576 1080 1083 1088 1120 -hsync
+Vsync

Option "PreferredMode" "1920x1080 60.00"



EndSection

Section "Device"
Identifier "Intel Graphics"
Driver "intel"
# 0nuusa HWXe MOXEeT MOMOYb C HEKOTOpbIMKM npobreMamum COBMECTUMOCTHU
# Option "TearFree" "true"

EndSection

Section "Screen"

Identifier "Screen@"
Device "Intel Graphics"
Monitor "eDP-1"
DefaultDepth 24
SubSection "Display"

Depth 24

Modes "1920x1080 60.00"
EndSubSection

EndSection

4. Nepe3arpyska u npoBepkKa

sudo reboot

# locMoTpeTb TeKkylee pa3peleHue

sudo xrandr

# MNpoBepuTtb, 4TO ApanBep 1915 3arpyxeH

sudo lsmod | grep 1915

# Y3HaeM lIMeHa WHTepdpencos u MeTpuku (enol)

route

# MeHsieM MeTpuky LAN uHTepdeinca Huxe Wi-Fi uHTepdeinca
sudo ip route del default dev enol

sudo ip route add default via 192.168.1.1 dev enol metric 700



# BoccTaHaBnMBaeM MeTPUKMU MO YMOJSTHAHUIO

sudo nmcli connection down enol && sudo nmcli connection up enol

# MNpoBepseM MapwpyT no ymonyaHuw (4yepe3s Wi-Fi)

route

sudo mkfs.xfs /dev/vdb

sudo mkdir -p /var/lib/docker data

sudo blkid /dev/vdb
UUID=f1d77065-c5b2-4ad3-a188-71169be9c25e

sudo bash -c 'cat << EOF >> /etc/fstab
UUID=f1d77065-c5b2-4ad3-a188-71169be9c25e /var/lib/docker data xfs defaults
EOF'

sudo systemctl daemon-reload
sudo mount -a
df -h /var/lib/docker_data

sudo systemctl stop docker

cat << EOF | sudo tee /etc/docker/daemon.json

{
"log-driver": "journald",
"live-restore": true,
"icc": false,
"disable-validation": true,
"data-root": "/var/lib/docker data"
}
EOF

sudo systemctl start docker
docker info | grep "Docker Root Dir"
sudo 1s -1 /var/lib/docker_data

sudo reboot

YctaHoBKa Docker (deb)



sudo apt update

sudo apt install -y apt-transport-https ca-certificates curl gnupg lsb-release

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o
/usr/share/keyrings/docker-archive-keyring.gpg

echo "deb [arch=amd64 signed-by=/usr/share/keyrings/docker-archive-keyring.gpg]
https://download.docker.com/linux/ubuntu $(lsb _release -cs) stable" | sudo tee

/etc/apt/sources.list.d/docker.list > /dev/null

sudo apt update

sudo apt install -y docker.io docker-ce docker-ce-cli containerd.io

sudo usermod -aG docker $USER

exit

Co3paHue Dockerfile

touch index.html && chmod 644 index.html
docker run -d --name my-site -p 80:80 -v

$(pwd)/index.html:/usr/share/nginx/html/index.html:ro,Z docker.io/nginx:alpine

sudo gpasswd -d $USER docker

sudo dnf install -y podman podman-docker podman-compose buildah slirp4netns fuse-overlayfs

echo 'net.ipv4.ip unprivileged port start=80' | sudo tee /etc/sysctl.d/99-podman.conf
sudo sysctl -p /etc/sysctl.d/99-podman.conf

<!DOCTYPE html>
<html>
<head>
<title>Test Page</title>
</head>
<body>
Hello World
</body>
</html>

Co3paHue Dockerfile



touch index.html && chmod 644 index.html
docker run -d --name my-site -p 80:80 -v

$(pwd)/index.html:/usr/share/nginx/html/index.html:ro,Z docker.io/nginx:alpine

shell script

#!/bin/bash

# Oannbl
input file="ips.txt"

output file="dns names.txt"

# lpoBepka HanuMuus BXopgHoro dawna

if [ ! -f "$input file" 1; then
echo "Ouwubka: ¢awn $input file He HampeH."
exit 1

fi

while IFS= read -r ip || [ -n "$ip" ]; do
[ -z "$ip" ] && continue

ip_clean=$(echo "$ip" | tr -d '\r' | xargs)

names=$(python3 -c "
import subprocess, sys
ip = sys.argv[1]
try:
result = subprocess.run(['dig', '+short', '-x', ip],
capture output=True, text=True, timeout=5)
if result.returncode ==
lines = result.stdout.strip().splitlines()
ptrs = [line.strip('."') for line in lines if line and not line.startswith(';"')]
print(', '.join(ptrs) if ptrs else '(none)"')
else:
print('(none)"')
except Exception:
print('(none)")

non $lpicleanu )



echo "$ip clean -> $names"

done < "$input file" > "$output file"

# BblBOLO pe3ynbTata
echo -e "\n\033[1;32m] lNotoBo! Cnucok DNS-umeH ycnewHo chopmupoBaH: \033[Om"
echo -e "\033[1;34m------ccmmmmmmmmca e rc e e e mee e e s \033[Om"
cat "$output file"
eCcho - "\O33[1;34m------ - oo \033[Om"

echo -e "Pe3ynbTaTbl Takxe coxpaHeHsl B dain: \033[1m$output file\033[Om\n"

# [obaBneHne HOBOro MHTepdenca

sudo nmcli connection add type ethernet \
con-name eccm-iface \

ifname ensl5 \

ipv4.method manual \

ipv4.addresses 10.12.126.105/28 \
ipv4d.gateway 10.12.126.110 \

ipv4.dns 10.10.51.1

sudo nmcli device reapply eccm-iface

# W3meHeHne DHCP Ha Static IP

sudo nmcli connection modify enpl8s0 \
ipv4.method manual \

ipv4.addresses 10.12.126.105/28 \
ipv4.gateway 10.12.126.110 \

ipv4.dns 10.10.51.1

sudo nmcli device reapply enpl8s0

DPVVVVI? PV???77?7?

HacTtpounka Ubuntu Intel GPU Drivers

https://www.linuxfordevices.com/tutorials/ubuntu/install-intel-graphic-drivers

https://www.maketecheasier.com/install-intel-graphics-drivers-linux

https://redos.red-soft.ru/base/redos-7 3/7 3-problem/7 3-error-drivers/7 3-intel-i915



https://www.linuxfordevices.com/tutorials/ubuntu/install-intel-graphic-drivers
https://www.linuxfordevices.com/tutorials/ubuntu/install-intel-graphic-drivers
https://www.linuxfordevices.com/tutorials/ubuntu/install-intel-graphic-drivers

CMmeHa napons root (grub)

https://www.maketecheasier.com/reset-root-password-linux

IPsec VPN Tunnel + Bastion Server

https://github.com/chriscatuk/vpn-bastion

https://curiousdevops.com/2022/01/26/diy-ssh-bastion-hosts-34b2-dee9874d

HacTtpunoka ProFTPd

https://www.dmosk.ru/miniinstruktions.php?mini=proftpd-ubuntu

MeshCentral Cepeep RDC
https://ylianst.github.io/MeshCentral/install/install2/#ubuntu-1804

YcTtaHoBKa Proxmox BUPTyainsauumm

https://serveradmin.ru/ustanovka-i-nastroyka-proxmox

YctaHoBKa Kaspersky Security Center [Wiki.js]

https://wiki.ublinux.ru/ru/Software/Programs _and utilities/All/ksc

Revision #5
Created 2026-05-09 18:21:33 UTC by sa
Updated 2026-05-20 11:24:41 UTC by sa


https://www.maketecheasier.com/reset-root-password-linux
https://github.com/chriscatuk/vpn-bastion
https://github.com/chriscatuk/vpn-bastion
https://www.dmosk.ru/miniinstruktions.php?mini=proftpd-ubuntu
https://ylianst.github.io/MeshCentral/install/install2/#ubuntu-1804
https://serveradmin.ru/ustanovka-i-nastroyka-proxmox
https://wiki.ublinux.ru/ru/Software/Programs_and_utilities/All/ksc

